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1
Decision/action requested

Output of SA3 offline discussion on SCAS for information.
2
References

 [1]
3GPP TS 33.916 Security Assurance Methodology (SCAS) for 3GPP network products
 [2]
3GPP TS 33.117 Catalogue of general security assurance requirements

3
Rationale

This document aims to capture outputs of the SA3 offline session on 5G SCAS test cases (Tuesday, Jan 29 2019, 18:15—19:45).
4
Detailed proposal

General agreements
Test cases are considered for inclusion in 5G SCAS specifications, if the validated scenario is one of the following:
· Failures of security functionalities, in which the correct behaviour of the test subject is to be verified
· Category 1 test cases (as defined in 33.916 [1]) that are a common cause of security issues in the past
· NRF-specific test cases:

· Failure scenarios reg. authorization of NF discovery and registration

· Failure scenarios reg. authorization before sending out access tokens
Agreements on individual contributions
	tdoc #
	title
	source
	type
	agenda item
	proposed action
	comment

	S3-190312
	Security Assurance Requirements and Tests for the Security Functionalities Provided by UPF 
	Huawei, Hisilicon
	pCR
	7.2.2
	noted
	- rephrase purpose to focus on failure cases; references in 4.2.Y2, 4.2.Y3, 4.2.Y4, 4.2.Y5 to be reworked
- to be revisited in next meeting

	S3-190310
	SCAS: UDM-specific adaptations of security functional requirements and related test cases
	Huawei, Hisilicon
	pCR
	7.2.4
	available
	- to be treated in plenary 

	S3-190317
	Requirement and test cases for SMF
	Huawei, Hisilicon
	pCR
	7.2.5
	noted
	- change 3 generally agreed and to be proposed in next meeting
- to be revisited in next meeting

	S3-190311
	SCAS: AMF-specific adaptations of security functional requirements and related test cases
	Huawei, Hisilicon
	pCR
	7.2.6
	noted
	- requirement of first change is not agreed, all other requirements generally accepted
- to be revisited in next meeting

	S3-190315
	Removing the test case on Kseaf handling
	Huawei, Hisilicon
	pCR
	7.2.6
	approved
	 

	S3-190120
	New Test Case: Separation of cryptographic storage within the SEPP
	Telekom Deutschland GmbH
	pCR
	7.2.7
	revised
	- rephrase title; emphasize that different IPX/SEPP certificates are used

	S3-190121
	New Test Case: Connection-specific scope of cryptographic material by IPX-providers
	Telekom Deutschland GmbH
	pCR
	7.2.7
	noted
	- rephrase content to be category 2 test case (as defined in 33.916 [1])
- to be revisited in next meeting

	S3-190122
	New Test Case: Precendence of preconfigured protection policies
	Telekom Deutschland GmbH
	pCR
	7.2.7
	noted
	- rephrase content to be category 2 test case (as defined in 33.916 [1])
- to be revisited in next meeting

	S3-190123
	New Test Case: Validating the common message formatting
	Telekom Deutschland GmbH
	pCR
	7.2.7
	noted
	- already covered in existing contribution

	S3-190233
	SCAS SEPP: Introduction and general approach
	Nokia, Nokia Shanghai Bell
	pCR
	7.2.7
	revised
	- remove examples in 4.2.2.X

	S3-190240
	Test Case: Mutual Authentication
	Nokia, Nokia Shanghai Bell
	pCR
	7.2.7
	noted
	- rephrase purpose to focus on failure cases
- to be revisited in next meeting

	S3-190235
	SCAS NRF: Introduction and general approach
	Nokia, Nokia Shanghai Bell
	pCR
	7.2.8
	approved
	 

	S3-190244
	Test Case: NF Discovery Service Authorization
	Nokia, Nokia Shanghai Bell
	pCR
	7.2.8
	noted
	- NF discovery service does not use OAuth 2.0

	S3-190313
	Security Assurance Requirement and Test for NRF
	Huawei, Hisilicon
	pCR
	7.2.8
	noted
	- reference general authorization test case in 33.117 [2]
- to be revisited in next meeting

	S3-190154
	Authorization on northbound APIs
	ZTE Corporation
	pCR
	7.2.9
	revised
	- requirement and purpose agreed, rest to be removed

	S3-190220
	Test Case: Mutual Authentication between Network Functions
	Nokia, Nokia Shanghai Bell
	draftCR
	7.5.9
	noted
	- focus on failure scenario in purpose definition
- to be revisited in next meeting

	S3-190225
	Test Case: Authorization of NF Serive Access
	Nokia, Nokia Shanghai Bell
	draftCR
	7.5.9
	noted
	- rephrase content to be category 2 test case (as defined in 33.916 [1])
- to be revisited in next meeting


